HeT. Wnu ctouT 5in, HanmpuMmep, MoJiydyaTh COIJIACHE y COXKHUTEIbHHUIIBI COOCTBEHHUKA KUIIbS, €CIIU
B HACTOSIIEE BpEMsi OHA C HUM HaXOAHUTCS B CCOPE, MPOKUBALT MO JAPYrOMY aJIpecy, HO MO0 MECTY
KHUTEIbCTBA COKUTENIS XPAHATCA €€ BelIU? YUUThIBasl, YTO HU 3aKOH, HU Cy/1eOHas MpaKTHKa HE 1aeT
YETKOI0 OTBETA Ha 3TOT BOMPOC, MPEJICTABISAETCS, YTO COTJIaCKe CIpalinuBaTh HEOOXOAUMO y BCEX
MPOKUBAOIIKX JIKII. AHAJOTUYHOTO MHEHHS TIPUICPKUBAIOTCS U Apyrue aBTopsl [2; 3].

Taxum 00pa3om, Ha OCHOBE aHAJIM3a 3aKOHOJATEIILHOTO PEryIUPOBAHUS OCMOTpPA MECTa Mpo-
UCIIECTBUS B XKHIIUIIE, & TAKXKE [IPABONPUMEHUTEILHOM MPAKTUKA U MHEHUN Pa3JIMYHBIX aBTOPOB
MOXKHO C(hOpMYITHPOBATH BBIBOJ O TOM, YTO IPAaBOBasi periiaMeHTAINs YKa3aHHOTO CIIEJACTBEHHOTO
NEHCTBUS HYX/1a€TCSl B COBEPIICHCTBOBAHUU.

CnucoK HCIO0JIb30BAHHBIX HCTOYHUKOB

1 YronoBHo-nporneccyasbHbli Kojeke Pecryonuku benapyce ot 16 utons 1999 roma Ne 295-3
(c I3BMEHEHHSIMHU U JIOTIOJHEHUAMH 110 coctostHuio Ha 17.07.2023 r.)// URL.: https://online.zakon.kz/
Document/?doc_id=30414958 (nara oopamienus 04.01.2024.).
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MecTa MPOUCIIeCTB s B skuiuiie // MupoBoit cyaps. 2022. — Ne 5. — C. 18-22.

3 Xapsunosa B. M. TIpo6iieMbl mpou3BOACTBA CIEACTBEHHOTO ocMoTpa // Bectruk KpacHo-
napckoro yausepcutetra MBJI Poccun. 2013. N 1 (19). C. 48-51.
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Tomenvcxuti cocyoapemeennwiii ynugepcumem umenu Opanyucka CkopuHbl

BYJJINHUA KAK PE3YJbBTAT KUBEPBYJIJIMHI'A

B cmamuve 0aemcs kpamkas xapakmepucmuka 0CHOBHbIX 0COOEHHOCMEN PACCMAMPUBAEMOT
membl, 0b03Hauaemcs obwas mepmunonocus. OboCHo8bI8ACMCA HEOOXO0OUMOCTb OAIbHENUULe20 U3)-
yeHusi npoodIeMbl U pazeumue 3aKOHO0AMelbCMad.

C pa3BUTHEM COLMATIBHBIX CETEH U MOSBICHUEM Pa3IMYHBIX MECCEHIKEPOB MPECTYMHOCTb
pUOOpETaeT HOBBIE (POPMBI.

KubepOysumunr (ot anri. cyberbullying — uarepher-Tpasiis) — 3T0 OTHOCUTEILHO HOBBIN Tep-
MUH, XapaKTepU3yIOILuil TpaBito B ceTh VIHTepHET, 0cOObIN BU MHTEPHET-KOMMYHHUKAUU. MoXeT
BBIPA)XaThCsl B MyOIMKAIIMA OCKOPOUTENBHBIX COOOIEHUM, TOKHON HHPOPMALIUHU WIIH YTPO3, TO €CTh
YHIKEHUN WK U3/1€BaTeIbCTB (IT0IPOCTKOBBIN BUPTYalbHBIN TEPPOPHU3M UK Tpasis B ceTu MHTep-
HET) B OTHOIIEHUH OTAEIbHOTO JIMIA WM TPYIIIBI JHIL ¢ UCIOIb30BaHUEM HH(DOPMAIIMOHHBIX U Te-
JIEKOMMYHHKAIIMOHHBIX TEXHOJOTUH (DJIEKTPOHHAs I0YTa, TEKCTOBBIE COOOIMICHHS, COIUAIIbHBIC
CeTH, UTPOBBIE TUIATPOPMBI U Jp.).

OdeHb 4acTo TPaBJISL OCYIIECTBIISIETCS HE TOJBKO TIOCPEICTBOM OCKOPOJICHHH U pa3MeIIeHUs
MaTepUajoB B COIMANBHBIX CETAX, a OTIPaBKOMl coobuieHu, ¢hotorpaduit, qundeiikoB (0T aHIII.
deepfake ot deep learning «rnmyounHoe o0yuenue» + fake «mommenka), KOTOpbIE YHIKAIOT YECTh
U JIOCTOMHCTBO YeJIOBeKa, rojsepriierocs tpasie [1]. XapakTepHbIMH yepTaMH TaKOTO BHJIa Tep-
popa SBJISIOTCS HACTOWYUBOCTD, BMEIIATEIHCTBO B TUYHYIO KU3Hb, HAIHUUE yTPO3.

@akTbl OyIMHTa GUKCUPYIOTCS HE TOJIBKO B OTHOILIEHHUH JI€TEH, HO M B3POCIIBIX. DTO OOBIYHO
MIPOUCXOUT B 3aKPBITHIX COOOIIECTBAX W T'PYIIAX, YTO 3aTPYAHSCT BBISIBICHUE TakuX (HakToB Oe3
COOTBETCTBYIOLIETO focTymna. Hampumep, pacipocTpaHeHHne KIeBEThl B MHTEPHETE YaCTO UCTIONb3Y-
eTcs B KaueCTBE MHCTPYMEHTA IS IIaHTaXka, JaBIICHUS Ha OM3HEC, TMCKPEIUTAINN JIFOIeH U opra-
HU3aIMH. DTO MOXET IPOBOLMPOBATH LIEJICHANPABICHHYIO0 KaMIIaHHIO 110 U30JIALUHN U arpeccuu, Co-
MIPOBOKAAIONIYIOCS YTPO3aMH, KOTOPbIE B KOHEYHOM UTOT€ MOTYT IIPUBECTH K CKIIOHEHUIO JINOO J10-
BEJICHHUIO JI0 CaMOYyOMiicTBa M caMOYOUINCTBO.
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KubepOymiuHr MOXeT OKa3blBaTh CEPhe3HOE HEraTUBHOE BO3ACHCTBHE HAa IMCUXUYECKOE
Y SMOIIMOHATIbHOE OJ1aromnoirydre kepTBbl. [locTosTHHBIE HaMaIKK, YHUKEHHUS U OCKOPOJIEHUS MOTYT
BBI3BIBATh MIYOOKYIO JACTIPECCHUI0, TPEBOTY, COIMATLHYIO M30JISAIUIO M YyBCTBO OTYastHUS. B HEKOTO-
PBIX clTydasx, KOrja >KepTBa HE MOXKET CIIPABUTHCS C HATUCKOM M HE HAXOJUT MOACPKKHU, OHA MO-
KET MPUNTH K BBIBOJY, UTO CAaMOYOUICTBO SABIISETCS €IMHCTBEHHBIM BBIXOJIOM U3 CUTYAIIUU.

Bymmuua (coueTanue clioB «OyJUTMHT» U «CYULIA) — 3TO Pe3yJIbTaT MHOXKECTBA (PaKTOpOB,
1 KUOepOy/UTMHT MOXET ObITh OAHMM W3 HUX. OJHAKO BaXKHO MOHUMATh, YTO OYJUIUILIUJ SIBISICTCS
CJIO’KHBIM SIBIICHUEM, U IPUYUHBI CAMOYOUICTBA MOTYT OBITH MHOTOTPAHHBIMH. XO0TS KHOEPOYyUITUHT
MOJKET UTPaTh OMPEIEICHHYIO POJIb B ’TOM IPOIECCe, OOBIYHO CYIIECTBYIOT U IpyTrue (aKTOpbI, KO-
TOpBIC BIIUSAIOT HAa IPUHATHE TAKOTO perieHus. KubepTpasis MOXKET YCHIIMTh SMOIIMOHAIBHOE CTpa-
JlaHNe U HeraTUBHOE CaMOOILICHKY EPTBbI, YTO MOKET NMPUBECTH K JAIbHEHUIIEMY YXYIIICHUIO UX
TICUXUYECKOTO COCTOSIHHUSI.

B mmpokom cMmbiciie TEpMHH «OYILTHITHI» MOKET O3HAuYaTh JOBEICHUE JI0 CaMOyOHiicTBa
U (WUIK) CKJIIOHEHHE K CaMOyOUICTBY ITyTeM ICUXOJIOTHYECKOT0 HACUIIHS B CETH.

B xauecTBe mpumepa MOryT CIIYKUTh CTABIIKE BEChMA MOITYJIIPHBIMU B COLMaIbHOM ceTr «BKoH-
TaKTe» TaK Ha3bIBaeMble «Trpynmbl cMepTn» («CuHuil kut», «Tuxuii 1om», «KHUTHI TUIBIBYT BBEPX»,
«Mope KUTOBY), T/ie ObLIO pa3MEeIeHO MHOTO MaTepUalioB CyUIHIAILHOTO XapaKTepa B OTHOLICHUH 10/1-
pocTkoB. L{enbio 0M00HBIX TPYIIT SBISETCS BOBJICYCHHUE MAKCHMAILHO BO3MOXKHOTO YHMCTIA JIHIT TTO/I-
POCTKOBOT'O BO3pacTa, CKIIOHHBIX K CTPECCY M MICUXUIECKUA HEYCTONUMBBIX, B CYHIIMATLHBIC TIPAKTHKH.

Bce mpodunaktuyeckue Mepsl 1 METOAbI OOPHOBI ¢ KHOEPOYIITMHIOM MOXKHO OOBEIUHUTH
B JIBa HaIIPaBJICHUS:

1 Pa3zpaboTka TEXHMUYECKUX YCTPOMCTB ISl OTPAaHUUYCHHS HEXeNaTeIbHOro KoHTenTa. Hampu-
Mep, UCTIOJIb30BAaHKE B COLUANIBHBIX CETSAX M HA HHTEPHET-CATaX KHOIKHU «I105KaJI0BATHCS», HACTPONKH
KOH(MICHIIMATLHOCTH JIMYHBIX aKKAYHTOB, (DUIIBTPAIUS U yaJIeHHE BPEIOHOCHOTO KOHTEHTA. A TaKkxke
pa3paboTKa CUCTEM, TTO3BOJISIONIUX MOCTABIIMKAM KOHTEHTA U YCIIYT, ONIepaTopaM CBSI3U U ITPaBOOXpa-
HUTETHLHBIM OpraHaM ONEepaTUBHO PearupoBaTh Ha HE3AKOHHYIO JIEATENLHOCTH B ceTu MHTepHeT.

2 Pa3BuTue oOpa3oBaHUs U MOBBIIIEHNE YPOBHS LIU(PPOBOI IPaMOTHOCTH ITOCPECTBOM Opra-
HU3alUM YPOKOB, KOH(EPEHIINHA, CCMHHAPOB W WH(MOPMAIMOHHBIX KAMITAHWW, HAMPABICHHBIX Ha
pa3BUTHE HABBIKOB 0€30I1aCHOTO MOBEJACHHS B CETU. ITO HEOOXOAUMO JJISl TOTO, YTOOBI 00ECIEUUTh
OCO3HAHHOCTH TMOCJICICTBUN CBOUX JCHCTBHIA B OHJIAHH-CPEJIC, a TAKXKE Pa3BUTh YMEHHE 00paNIaThCs
3a MIOMOIIIBIO U 3allIUIIATh CBOU TIpaBa B IIU(PPOBOM IIPOCTPAHCTBE.

[IpuBreys K OTBETCTBEHHOCTH 332 UHTEPHET-TPABIIIO U 32 €€ OCIEACTBHSI JJOCTATOUHO CIOMKHO.
CrieniranabHOM HOPMBI, TTPElyCMaTPUBAIOIIEH OTBETCTBEHHOCTh 3a KHOEPOYJUIUHT, B YTOJIOBHOM 3aKO-
HomarenbcTBe Pecriyonuku benmapycs Het. OqHaKo, yduThIBass MHOT0oOpa3ue (opM U BBICOKYIO Jia-
TEHTHOCTh KMOepOyJUIMHTA, CUUTAEM, YTO CO3JIaHHE YHHBEPCAILHOW HOPMBI MPECTABISET OIMpe/e-
JIEHHBIE TPYIHOCTH. Pa3paboTka Takoi HOPMBI YCIOKHIETCS HEOOXOAMMOCTBIO OAJIAHCUPOBKH MEXKTY
3aIIMTON TIPaB ¥ CBOOO/I IPaKIaH M MPEJOTBPAIICHUEM 310yIIOTpeOIeHUH, HapuMep, BCTyMast B Tpo-
TUBOpEYHE C KOHCTUTYIIMOHHBIMH FapaHTUSIMU, TAKUMHU Kak CBOOO/Ia cJI0Ba U MH(OPMAITHH.

B Pecnybnnke benapych mpuMeHSIIOTCSl pa3HbIe BUIBI IOPUIUUECKON OTBETCTBEHHOCTH 3a
paznuuabie GOpPMBI TPOSIBIICHHUST KUOepOymunra. Tak, Hanmpumep, ACHCTBUSA, HATPaBJICHHBIC Ha
YHIDKEHUE YECTH U JOCTOMHCTBA JTUYHOCTH, BBIPAXKEHHOE B HEMPUIUYHOU dopme (dopma Xxeii-
tuHra (¢ anr. hate — HenaBucTs)), kBanuuuupyercs mo ct. 10.2 (ockoponenne) Kogekca Pecy6-
nuku benapych 00 aAMUHHCTPATUBHBIX MpaBOHApYyIIeHUAX. A 1o cT. 188 YromoBHOTO KOAEKCA
Pecny6nuku benapych OTBETCTBEHHOCTh HACTYIAET 3a KIIEBETY.

Takum 006pa3oM, KUOEepOYIITUHT IPEACTaBIISIET CO00M (hOpMY MEKIMYHOCTHOTO HACUIIHSL, KO-
TOPOE MPOUCXOAUT B CETH MHTEpHET UM TOCPEICTBOM ITU(DPOBBIX CPEACTB KOMMYHUKAIIHH.

Cyl1iecTBYIOT HEKOTOPBIE TPYIHOCTH B 0Oph0E ¢ MHTEPHET-TPaBIIeH U ee MoCIeACTBUsIMU. Bo-
MEPBBIX, ATO TICUXOJOTHYECKUE TUCCOHAHCHI MEXKTY JI€THbMHU U POJIUTEISIMHU, KOTOPBIE MOTYT TIPHUBE-
CTH K HEIOCTaTKy KOMMYHHKAIIMM W OTKPBITOCTH B CeMEHOW cpene. JleTm MOTYT CTONKHYTHCS
C TPYAHOCTSIMH B BBIPAKEHUH CBOMX SMOIMH, OMAcasiCh HETraTUBHOM peaKIMy WJIM HETIOHUMAaHHUS CO
CTOPOHBI POJUTENEH. ITO MOXKET CO37aTh 3aMKHYTYIO aTMOCc(hepy, TIe IETH HE TYYBCTBYIOT Ce0s1 KOM-
($hOpTHO B 0OCYXKIEHUN CBOUX MPOOIIEM.
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Bo-BTOpBIX, 3TO BONPOCH! 3aKOHOAATENbCTBA. AHOHMMHOCTD SIBJISI€TCSI OJHOM U3 Ba)KHBIX
ocoOeHHocTeH IHTEepHET-Cpeibl, YTO CO3AaET MPOOIEMbI IPHU MPeCIeI0BaHUN U HaKa3aHUH JIMLL, TbI-
TaIOLIUXCS TOOYIUTh IPYTUX K caMoyOuiicTBy. B coBpemenHOM 1indpoBoM o011ecTBE, e LEHUTCS
cBO0O/1a BBIpKEHHSI MHEHUH, OrpaHMYCHHE OHJIAH-KOMMYHUKAIIUH ITyTeM 3aKOHO/IATEIIbHBIX Mep
IIPEJCTABIACTCSA NPAKTUYECKH HEBO3MOXKHBIM.

B Bs13u ¢ 3TMM cunTaeM HEOOXOIMMBIM JONOJHUTS CT. 145 u cT. 146 YronosHoro kojekca Pec-
ny6sinku benapyce ciioBamMu CleyIOLIEro CONepKaHMsL:

— 4. ] ct. 145 nocne cioBa «J0CTOMHCTBa» JONOJHUTH CIIOBAMH «, & PABHO C UCIIOJIb30BAaHUEM
MH(GOPMALIMOHHO-KOMMYHUKALIMOHHBIX TEXHOJIOTUH, B TOM YHCJIE II100aIbHON KOMITBIOTEPHOM CeTH
HNHuTepHeT»;

—u. 1 c1. 146 nocne cioBa «caMOyOUIICTBO» JONOJHUTD CIOBAMH «, B TOM YHCJIE C UCII0JIB30-
BaHUEM I7100aIbHOM KOMIIBIOTEpHON ceTu IHTepHET. .. ».

BaxHO OTMETUTBH, UTO 3aKOHOAATENBCTBO - OJTHO U3 MHOTHX CPEICTB OOpBOBI C IPpodIeMoit
kubepOymuara u oymuimaa. Heo6xo1umbl KOMIUIEKCHBIE MTOIXO0/IbI, BKIIIOYAIOIIUE 00pa3oBaHHe,
OCBEZIOMJIEHUE, TOJJIEP)KKY U COTPYAHUYECTBO BCEX 3aMHTEPECOBAHHBIX CTOPOH, YTOOBI CO3JaTh
0e30MacHy0 Cpey Ui BCEX JI0/Iel B OHJIAHH-TIPOCTPAHCTBE.

CnucoK HCIoJIb30BAHHBIX HCTOYHUKOB
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