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PA3ZPABOTKA KOMIIVIEKCA UHCTPYMEHTOB J1JIsA
O®OPMUPOBAHUA MOAEJIN OBECIIEYEHUA
WH®OPMAIIMOHHOM BE3OINACHOCTH B KOMMEPUYECKHX
OPTAHMU3AIUAX

Aunomayusa: B cmamwve  paccmompen — 6onpoc,  Kacaowjuecs
NPOSPAMMHO0 0becneueHue UHGOPMAYUOHHOU OE30NACHOCTNU 8 KOMMEPYECKUX
opeanuzayusx. Ilpeonosicen u onucaum eapuawm paspadomru KOMHIEKCHO2O
NPOCPAMMHO20 MeHeoxcepa 6e30nacHOCmU, NpuMeHeHue KOMopo2o NO380JUm
3aKpblMb 8ce NOMpeOHOCMU OpeaHuzayuu 8 obdecneyeHuu 0Oe30nacHocmu eé
OQHHUIX.
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Annotation: The article deals with the issue of information security
software in commercial organizations. A variant of developing a complex
software security manager is proposed and described, the use of which will
cover all the needs of an organization in ensuring the security of its data.
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Opranmzarusi  obecrneueHrus HWHPOPMAIMOHHOW  Oe30macHOCTH B
KOMMEPYECKOM OpraHW3aliy — MHOTOCTOPOHHSIS KOMIUIEKCHAs —3ajada,
pelIeHre KOTOPOl BO3MOXKHO TOJIBKO B CUTYaIllMH, KOTJIa CHCTEMa T'PaMOTHO
OpraHW30BaHa, OXBAaThIBACT BAXKHCUINIME  HAMpaBICHUS  JCATEIHHOCTH
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opraHu3anuu U GyHKIUOHUPYET HA KaXKJIOM YPOBHE YIPaBJICHUS, HE JOMYCKaeT
cOoeB, OMMUOOK U HEKOPPEKTHOM paldoOThl, a TaKXke HE TO03BOJISET
BO3JICMICTBOBAaTh HA KOMIIBIOTEPHYIO cucTeMy (nanee - KC) opranuzaiuu u3BHe
[1].

Jnst 3ammtel KC opranusanuu npeyiaraercsi pa3padoTka NporpaMmMHOro
obecrieyeHusT  —  CHOCIUAIM3UPOBAHHOTO  MPOTPAMMHOIO  MEHEIKepa
0€30MacHOCTH, KOTOPBIM CMOKET 3aKphIBaTh BCE MOTPEOHOCTH KOMMEPUECKOU
opraHu3aiuu B obecrneueHnr HHGOPMaAIIMOHHON 0€30MMacHOCTH.

Menemxep 6€30MacHOCTH JTOJKEH OBITh CIIOCOOEH peliaTh Claeayroiue
3a/layu 10 0O0ecreueHnI0 HTHPOPMAIIMOHHON O€301aCHOCTH

— o0ecneunBaTh KOHTPOJIb BXOJa B KOPIMOPATUBHYIO HUH(POPMAITMOHHYIO
cucteMmy u KC, a Takke KOHTPOJIb 3arpy3Ku 0a3 TaHHbBIX;

— o0ecneunBaTh OrpaHUYEHUS JOCTYIIA T0JIb30BaTEIEH K ONpeeICHHBIM
KOMITOHEHTaM KOpnopaTuBHON nHPopMarmoHHou cucteMbl u KC;

— 3allUIIaTh MPUMEHIEMOE B OpraHU3AIMU ITPOrpaMMHOE 00eCIIeueHNUE;

— o0ecreunBaTh OE30MACHOCTh MOTOKOB KOH(DUACHITMATBHBIX JIAHHBIX;

— o0ecrneunBaTh 3amUTy HUHPOPMAIMKU OT BO3JCUCTBUS BUPYCHOTO
IPOrpaMMHOT0 00ECIICUCHHUS;

— YHUYTOXKaTh OCTaTOYHBIEC JJAHHbIE KOHPUIECHIIMATIBFHOTO XapaKTepa;

— XpaHUThb M CBOEBPEMEHHO 3aMEHATh IMAapoJiM M KOABI JIO0CTyNa
N0JIb30BATENEH;

— obecrneunBaTh 1EJIOCTHOCTH JTAHHBIX;

— aBTOMaTH4YecKku oOecreunBaTh 0€30MaCHOCTh PabOTHI IMOJIb30BATENECH
KopropaTuBHON wuHpopMannoHHoii cucteMbl U KC Ha oOCHOBE JaHHBIX
MIPOTOKOIMPOBAHUS UHPOPMAIIUH.

[Ipemmaraemsplii MporpaMMHBIM MEHEKEp O0€30MacHOCTH OOBEAUHSCT B
cebe TpW OTACNBHBIX BUJA MPOrpaMM: MEHEIDKEP IOCTyIa, aHTUBUPYCHOE W
mudpoBanbHoe TporpaMmmHoe obecreuenue (nmanee - [10). Takoit BapuanT
OOBEIMHEHUST PA3TUYHBIX HAMPABJICHUI 3alUTHl JAHHBIX B OJHY MPOrpaMMy
IIPpU HUX COBMECTHOM W cOIJIacOBaHHOM pabote Oynmer Oosnee sddeKkTuBeH H
HaJIEKEH 10 CPAaBHEHUIO C UCIOIb30BaHUEM oTaenabHOro 110 115 pa3HbIx 3amay,
T.K. IIO3BOJIUT Cpa3y KOHTPOJIUPOBATh BCE acnekThl 3amuThl KC opranuzaimu.

PaccMoTpuM Kaxayro CTPYKTYPHYIO €IMHUIY MEHEKepa 0€30MacHOCTH.

| Menemxep JocTyna — 3TO CTPYKTypHas €IWHULIA MEHEIXKepa
6e30macHOCTH, KOTOPasi HEMOCPECTBEHHO B3aMMOJICHCTBYET C MOJIH30BATEISIMU
KC opranmzanuu. Beimonuser QyHKIuio ynpaBieHus W XpaHEHUs JAHHBIX IS
uaeHTUGUKanmM W ayreHTu(dukanuu cotpyaHukoB B KC opranuzanuu u
BcemupHoit cetu MuTepHer. MeHemxkep 1ocTyna o0ecneunBaeT U OrpaHUYUBACT
JOCTYIl COTPYIHHUKOB K TEM WJIM MHBIM pecypcaM U (aiiiaM B 3aBUCUMOCTH OT
YPOBHS J0CTyIa COTPYJAHUKA. YPOBEHb JIOCTya Ha3HA4YaeTcsl MpU MpUEME Ha
JNOJKHOCTh. [lpu yBOJIbBHEHUM COTPYAHHMKA C JOJDKHOCTH WM TMOHUXKEHUU
YPOBHSI JIOCTyNa, MEHEIKEpP YBEAOMIIIET aJMUHHUCTPATOpa O HEOOXOJIUMOCTH

"MupoBas nayka' Ne3(72) 2023 science-j.com



CMEHBI TApOJIEd K pecypcaM, € KOTOPBIMH B3aMMOIECUCTBOBAJ YBOJICHHBIN
COTPYIHHUK. MeHemKep TakXKe pEeryIupyeT HaJlu4he Yy COTPYIHHKA
BO3MOXHOCTH 3arpyaTh, MPOCMAaTpUBaTh, U3MEHITh, KOMUPOBATh U YAAIATH
nanable n3 KC opranusanuu B 3aBUCUMOCTHU OT €0 YPOBHSI.

Kpome Toro, B 3amaum MeHemkepa JOCTyla BXOAUT TE€HEpaLus
OJTHOPA30BBIX M JOJTOBPEMCHHBIX YHUKAJIBHBIX TApojeidl K TeM WM HHBIM
pecypcam KC opranumzaumu u BceMHUpHOW ceTu HHTEpHET, a Takke ux
CaMOCTOSATEILHBI BBOJA MNPU HAJUYUHM TOJATBEPKICHUS OMNEparid  OT
COTPYJIHHKA W OTKPBITOM jgocTtyne. [IporpamMma Takke OTCIICKHUBACT, KaKWe
JaHHBIE M PECYpPChl MCIOJIb30BAINCH COTPYIHUKOM, OLIEHUBAET OE30MaCHOCTH
BHEITHUX PECYPCOB, MPEAYIPEIKIast TOJIb30BATENsA, a IPU HAPYIICHUAX PEKUMa
0e30MacHOCTH yBEAOMIIIET a]IMUHUCTPATOPA.

Il AutuBupycHoe 110 — nporpamma mJist oOHapy X eHUs, UACHTU(PUKALINH
U YyCTPAHCHUSI BUPYCOB C KOMIIbIOTEpa WM Jpyroro yctpoiicrBa. I1O
oOecrieunBaeT 0€30MACHOCTh OpTraHM3allMd  COBEPIICHUH ONEpalii  BO
BCEMUPHOM CETH TMpPH MPOCMOTPE CTpaAHUIl, Nepenaye W 3arpyske (aitioB u
naHHbeiXx. AHTHBUpYcHOEe [1O MeHemxepa 0e30MacHOCTH paboTaeT B (POHOBOM
pexume B KC opranuzanum, mpoBepsist KOK/IbIH OTKPBIBACMBIA U 3arpyKacMbIii
daiin. Takke aHTUBHPYCHOEC aHTHUBUPYC BBITIOJHSACT «IBPUCTHUYCCKYIO»
IPOBEPKY, MPOBEpsAsl NPOrpaMMbl HA HAJIMYWE THUIIOB ILJIOXOTO IOBEJCHUS,
KOTOpBhIE MOTYT yKa3blBaTh Ha HOBBIA HEW3BECTHBIM BuUpyc. [Ipu aTom daiiis
CKaHHUPYIOTCSl BCAKUH pa3, KOTJla OHU HCTOJb3YyloTCs. KpoMe ckaHupoBaHUS MpU
noctyne antuBupycHoe I1O Takke MPOM3BOIUT TMOJIHOE CKAaHUPOBAHUE WIIU
moHutopuHr KC opranuzanuu. [lpu oOHapyXeHHH BpPEIOHOCHBIX MPOTPaMM
AHTUBUPYC MOXKET: MOMBITATHCS «BBUICUUTHY (DA, yIadluB BPEIOHOCHBIN KO/,
MOMECTHUTH (Al B KApaHTUH, YTOOBI «BBUICYUTHY MO3KE WIN YIAIUTh, YAAIUTh
dalin, eciu «BbUICUNUTHY HE YJaJI0Ch, TOJIYYUTh OTYET 00 OOHAPYKEHUH BUpYCa,
HO OOJbIlIE HUYETO HE JelaTh, UTHOPUPOBAThH OOHApYKEHHBIN BUpyc. Takxke
(GYHKIIMOHUPYET B BUE Opay3epHOT0 PACIIUPECHHUS.

I [udposansuoe 1O — 310 KOAMpPYET MH(DOPMAIUIO, MOCIE YETO €€
HEJb3s MPOYECTh 0€3 CHEIHAIbHOr0 KiIo4Ya. B KOMMepYecKnX OpraHU3aiusIx
mudpoBaHHe  HEOOXOAWMO  HWCIOJIB30BaTh  JUISI  3aIIUTBI  COOOIICHUM
KOPIIOPAaTUBHOM JJICKTPOHHOM IIOYTBI M COOOIIEHUM, IIepe/laBaeMbIX II0
nokanbHbIM KaHaaM KC npu oTkpeiTom nocryne B MTHTEpHET.

udpoBanne paboraeT mO clueayrome cxeme. ScHO uuTaemoe
coobmienre MmuUdpyeTcs MW TMpeBpalaeTcs MNporpaMMONM B HEKHH Habop
CHUMBOJIOB, 3aTe€M TIOJYyYEHHBI HA0Op CHMBOJIOB TepenacTcsl aapecaTy uepe3
cetb VHTepHeT, TIe TMOCTOPOHHHE HE CMOTYT TPOYHTATh TEKCT W3-3a
KOJMPOBAaHMsI W HEW3BECTHOT'O KIIOYA, KOT/a ajpecar MOoJydaeT COOOIIeHHE,
OHO jaemudpyeTcss COrIacCHO WMEIOIeMyCsl K4y W Habop CHMBOJIOB
npeBpaniaeTcs B SICHO yuTaeMoe coobmieHue. B mmdpoansnom I10, nns
obOecrieueHUs MaKCUMaJIbHO 3(P(EKTUBHOM 3alUTHl KOPHIOPATUBHOMN MEPENUCKH,
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BBIOMPAETCS aCCUMETPHUHBIN TUT mudpoBanus. JlaHHAS CTPYKTYpHAs €IUHUIIA
MEHeIKepa 0€30MacHOCTH padoTaeT MOJTHOCTHIO B (JOHOBOM PEXUME.

Menemxep 0€30IaCHOCTH YCTAaHABIMBAETCS Ha CEpBEp OpraHU3aluu,
MOXET paboTaTh B aBTOHOMHOM PEKHUME, YIPABISIETCS aJMUHUCTPATOPOM IPHU
COTJIACOBAaHMM HEKOTOPBIX OMNepaluid Mo 3aluTe JaHHBIX C JIUIOM,
OTBETCTBEHHBIM 32 UH(OPMAIIMOHHYIO 0€30MIaCHOCTh B OpPraHU3alIH.

Takum oOpa3oMm, mpenjaraeMbli B KayeCTBE pEUICHUS 3al[UThI
nHpopManu MeHeHKep OE30MaCHOCTH 3aKPhIBAET BCEe MOTPEOHOCTU KOMIAHUU
no obecneyeHutro  MHPOpMAaMOHHOM  Oe3omacHoctu.  [Ipennmaraemoe
MpOrpaMMHOE 00ECIIeUeHHE MO3BOISIET KOHTPOIUPOBATH JOCTYM COTPYIHUKOB K
nH(pOpMaIMK OpraHU3aluyd U YpOBEHb B3aWMOJICUCTBUS C HEW, oOecreynBaeT
3amuty KC OT BpPeIOHOCHBIX MpOTrpaMM, MU(PYET BXOIANIME U HUCXOISAIINE
JaHHBbIE, 3aluinas WHOOPMALUIO OT 3JI0YMBIIUICHHOTO BMEIIATEIbCTBA CO
CTOPOHBI.

Hayunoe uccnenoBanue BBITIOTHEHO B pamMKkax Tembl «HpopmarmonHas
0€30MacHOCTh YYETHO-aHATUTHYECKOW CUCTEMBI CTPATETUYECKOTO YMIpaBJICHUS
B OusHece» mpu (UHAHCOBOM moasiepkke benopycckoro pecrnyOiInKaHCKOTO
donaa hyHIaMEHTABHBIX UCCIICIOBAHUMN.
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